
 

 

 

POLICY: Use of Elevated System Access for MCEC Computer Systems and Devices 

DATE:   August 2025 

This policy applies to all units within the Molinaroli College of Engineering and Computing (MCEC). The College 
policy is subordinate to related policies outlined in Information Technology Policies and Guidelines. In cases of 
inconsistencies between this policy and the university, state, or federal policies, the university, state, or 
federal policy rules are the final authority. 

I. Definitions:  

University Technology Assets: include all university-owned hardware, devices, equipment, 
virtual desktops, software, information systems and services (whether on-premises or cloud-
based), databases, data stores, data centers, learning management systems, and network 
infrastructure (wired, wireless, Internet, and Virtual Private Network). This also encompasses 
audio, video, communications, and telephony systems that the university purchases, provides, 
or acquires. Additionally, these assets include any Artificial Intelligence (AI) technologies and 
services used to support university functions, enhancing data processing, decision-making, 
research, and operational efficiency as outlined in the IT Responsible Use of Data, Technology, 
and Credentials Policy (UNIV 1.52 ).  

ITS Staff: Member of the MCEC staff in the college central Information Technology Service (ITS) 
department and Department of Information Technology (DoIT) staff. 
 
Elevated Computer Systems Access Accounts: An elevated privilege account or administrator 
account is a user account with elevated access capabilities that lets the user change security 
and configuration settings; add, change or delete other user accounts; install, remove and 
disable software and hardware; and access all files on the computer. Elevated accounts provide 
full control over a computer and use may impact other network-attached computers. 

Standard User Computer Access Accounts: A standard user account allows access to personal 
or group files and folders, allows changes to personalize the use of your computer, and the 
programs and applications you are authorized to run without having the capability of 
inadvertently altering security or configuration settings which might affect data protection and 
other users on the same network. Standard accounts are used for everyday computing. 

Principle of Least Privilege (POLP): holds that every user of an asset should be authorized to 
and should use only the least set of privileges, rights, and permissions necessary to complete an 
assigned job or responsibility. In cases where assets, information systems, and services do not 



  
 

  
 

support strict controls, users are obligated to abide by POLP in their individual activities as 
outlined in the IT Responsible Use of Data, Technology, and Credentials Policy (UNIV 1.52 ). 

II. Purpose:  
To ensure that elevated access accounts are used responsibly, granted only when necessary for 
ongoing, day-to-day work according to the principle of least privilege, and to ensure safeguarding 
the confidentiality, integrity, and availability of data, technology, and user credentials in 
compliance with USC Policy UNIV 1.52 .  
 

III. Policy: 
a. Granting Elevated Access 

i. Elevated access is granted only when required for ongoing, day-to-day University work 
related needs.  

ii. Acceptable reasons for granting elevated access include: 
1. The system runs software that requires elevated privileges for which there is no 

work-around for use as a standard user account. 
2. The sole use of the system is to operate equipment which requires elevated 

access to operate machine control software. 
3. The user requires elevated privileges to fulfill her/his job/research 

responsibilities in a demonstrable way. 
iii. Acceptable reasons for granting elevated access do not include: 

1. One-time software installations or non-ITS staff performing IT administrative 
tasks. Users must work with the IT department to fulfill such requests.  

2. Last-minute requests or preferences to work outside of standard business hours 
without prior coordination.  

b. Usage of Elevated Access  
i. Elevated access should be used only when necessary to perform tasks that require 

higher privileges. Users must avoid using elevated privileges for routine or non-
administrative work. 

ii. ITS will provision separate administrative accounts or implement tools (e.g., 
MakeMeAdmin for Windows or Sudo for Linux) to ensure users can invoke elevated 
access only when required for specific tasks. 

c. Revocation of Elevated Access  
i. Elevated access will be rescinded if used irresponsibly.  Responsible usage is defined in 

the College "Responsible Use and Confidentiality of Data, Technology, and User 
Credentials" policy.  

ii. University-issued technology and elevated privileges may only be used for University 
work. Use of elevated privileges for non-work activities is prohibited.  

d. Prohibited Actions for Users with Elevated Privileges  
i. Installing remote access software.  

ii. Removing University security or management software.  
iii. Modifying system access permissions including adding additional accounts or changing 

other accounts.  



  
 

  
 

iv. Using or installing licensed software in a way that violates the licensing agreement. 

 
IV. Statement of Compliance:  

All users of University technology resources are expected to follow this policy. Compliance is essential 
to maintaining the efficient and safe functionality of technology systems and network resources. Your 
cooperation plays a vital role in preserving the confidentiality, integrity, and availability of technology 
resources. 

Note: In cases of non-compliance, individuals may be subject to disciplinary action as outlined in the IT 
Responsible Use of Data, Technology, and Credentials Policy (UNIV 1.52 ),  Faculty Progressive 
Discipline (ACAF 1.82), and/or HR Disciplinary Action and Termination Cause (HR 1.39).  

V. Related University, State, and Federal Policy Documents and Guidance: 
 

- USC Policy IT 1.00 Information Technology Procurement 
https://www.sc.edu/policies/ppm/it100.pdf 

 
- USC Policy IT 3.00 Information Security 

https://www.sc.edu/policies/ppm/it300.pdf 
 

- USC Policy UNIV 1.52 Responsible Use of Data, Technology, and User Credentials 
https://www.sc.edu/policies/ppm/univ152.pdf 

 
- USC Policy UNIV 1.51 Data and Information Governance 

https://www.sc.edu/policies/ppm/univ151.pdf 
 

- USC Policy RSCH 1.05: Data Access, Retention, and Ownership 
https://www.sc.edu/policies/ppm/rsch105.pdf 

 
- USC Policy ACAF 1.82 Faculty Progressive Discipline 

https://www.sc.edu/policies/ppm/acaf182.pdf 
 

- USC Policy HR 1.39 Disciplinary Action and Termination for Cause 
https://sc.edu/policies/ppm/hr139.pdf\ 

 
- Division of Information Security (DIS) – Information Security Policy – Data Protection and 

Privacy 
https://www.admin.sc.gov/sites/admin/files/Documents/PMOOTIS/Information_Security_Polic
y_Data_Protection_and_Privacy.pdf  

 


