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This policy applies to all units within the Molinaroli College of Engineering and Computing
(MCEC). The College policy is subordinate to related policies outlined in Information Technology
Policies and Guidelines. In cases of inconsistencies between this policy and the university, state,

or federal policies, the university, state, or federal policy rules are the final authority.

Definitions:

University Technology Resources: All technology resources that are funded
oracquired by the University and/or provided for faculty, staff, and student
use. This includes butis not limited to laptop and desktop computers,
mobile phones and other mobile devices, printers and computer
peripherals, servers, network devices, software and software licenses, cloud
or hosted services, network bandwidth, and network resources. This also
includes University data.

ITS Staff: Member of the MCEC staff in the college central Information
Technology Service (ITS) department and Department of Information
Technology (DolT) staff when they are working in partnership with MCEC ITS
Staff.

Purpose:

This document outlines the acceptable use policy for technology, data, and
credentials issued by the Information Technology Services department of the
Molinaroli College of Engineering and Computing at the University of South
Carolina. By signing this agreement, the user acknowledges and agrees to comply
with the terms and conditions set forth below and with the contents of related
University policies.


https://www.sc.edu/about/offices_and_divisions/provost/policiesandprocedures/facultymanuals/index.php
https://www.sc.edu/about/offices_and_divisions/provost/policiesandprocedures/facultymanuals/index.php

Policy:

. Acceptable Use:

University technology resources are the property of the University of South
Carolina and are provided for conducting University business.

University technology resources may not be used by or loaned to family
members, friends, or others who do not have an approved University
business need to specific resources.

University technology resources users must take reasonable care of the
hardware thatis issued for their use to ensure it is keptin good working
condition.

University technology resources must not be used for any illegal activities,
including but not limited to, copyright infringement, hacking, or distributing
malicious software.

University technology resources may not be used for activities such as
gambling, accessing or distributing pornography, or any otherillegal or work
inappropriate content.

Users who access or transport data or technology away from university
facilities must adhere to the Security Guidance for Remote Working
maintained by the Division of Information Technology.

Technology Procurement:

In compliance with USC Policy IT 1.00, technology acquisitions must be
made by authorized ITS staff.

University ITS staff select technology resources that are compatible with
existing systems, comply with University policy and South Carolina state
laws, and offer optimized total cost of ownership. Authorized ITS staff must
prioritize organizational needs over personal preferences when acquiring
technology.

Security:

University technology resources users are responsible for the security of
issued devices and must not leave issued devices unattended in public
places.

Passwords and other security measures must be used to protect University
technology resources.


https://sc.edu/about/offices_and_divisions/division_of_information_technology/security/training/remote_working_security/
https://www.sc.edu/policies/ppm/it100.pdf

Any loss or theft of University technology resources must be reported to the
ITS department immediately.

University devices, software, and data must comply with the University’s
information security program policies, standards, and procedures.
Exceptions are considered on an as-needed basis where justification is
reasonable and warranted.

Access to University devices must adhere to Principle of Least Privilege as
defined in UNIV 1.52. Administrator, root, and/or other elevated access will
only be granted when there is a demonstrable need for this access for day-
to-day, regular, and ongoing operations required to fulfill work related tasks.

d. Software and Hardware:

Only authorized software may be installed to University technology
resources. Users must notinstall or use unauthorized software or
cracked/stolen versions of authorized software.

Users must not modify or attempt to repair hardware. Any issues should be
reported to the ITS department.

Data Management:

University data and data systems are provided solely forthe purpose of
conducting university business, accesses and permissions are based upon
job duties or function. Access to data does not necessarily imply
authorization to access data.

Users must follow ITS staff guidance for data management and backup.
Failure to follow recommendations can result in loss of data.

Existence of backups does not guarantee all data is backed up, i.e. changes
since the last scheduled backup may not have been synchronized into
backups yet.

Users are ultimately responsible for ensuring their data is backed up
regularly.

Return of Equipment:

University technology must be returned to the ITS department upon request,
atthe end of the academic year, end of assigned project, or upon
termination of enrollment or employment.


https://www.sc.edu/policies/ppm/univ152.pdf

Iv.

- Issued devices mustbe returned in good working condition, with all
accessories and peripherals.

- Ifnotified by ITS staff that network access to the user’s device is required,
the user agrees to ensure their device has Internet access within 24 hours of
the request.

- If notified by ITS staff that physical access to the user’s device is required,
the user agrees to present the device to ITS staff, accompanied with power
adapter, cable, and any otherissues accessories, within 5 workdays of the
request.

- If notified that an assigned device has reached end-of-life or end-of-term,
the user agrees to present the device, accompanied with power adapter,
cable, and any other issued accessories, to ITS staff within 10 workdays of
the request.

Statement of Compliance:

All users of University technology resources are expected to follow this policy.
Compliance is essential to maintaining the efficient and safe functionality of
technology systems and network resources. Your cooperation plays a vitalrole in
preserving the confidentiality, integrity, and availability of technology resources.

Note: In cases of non-compliance, individuals may be subject to disciplinary action
as outlined in the IT Responsible Use of Data, Technology, and Credentials Policy
(UNIV 1.52), Faculty Progressive Discipline (ACAF 1.82), and/or HR Disciplinary
Action and Termination Cause (HR 1.39).

Related University, State, and Federal Policy Documents and Guidance:
Security Guidance for Remote Working

https://sc.edu/about/offices and divisions/division of information technolog
y/security/training/remote working security/

USC Policy IT 1.00 Information Technology Procurement
https://www.sc.edu/policies/ppm/it100.pdf

USC Policy IT 3.00 Information Security
https://www.sc.edu/policies/ppm /it300.pdf

USC Policy UNIV 1.52 Responsible Use of Data, Technology, and User
Credentials


https://sc.edu/policies/ppm/univ152.pdf
https://www.sc.edu/policies/ppm/acaf182.pdf
https://sc.edu/policies/ppm/hr139.pdf
https://sc.edu/about/offices_and_divisions/division_of_information_technology/security/training/remote_working_security/
https://sc.edu/about/offices_and_divisions/division_of_information_technology/security/training/remote_working_security/
https://www.sc.edu/policies/ppm/it100.pdf
https://www.sc.edu/policies/ppm/it300.pdf

https://www.sc.edu/policies/ppm /univis2.pdf

USC Policy UNIV 1.51 Data and Information Governance
https://www.sc.edu/policies/ppm /univisi.pdf

USC Policy RSCH 1.05: Data Access, Retention, and Ownership
https://www.sc.edu/policies/ppm /rsch105.pdf

USC Policy ACAF 1.82 Faculty Progressive Discipline
https://www.sc.edu/policies/ppm /acafi82.pdf

USC Policy HR 1.39 Disciplinary Action and Termination for Cause
https://sc.edu/policies/ppm /hr139.pdf


https://www.sc.edu/policies/ppm/univ152.pdf
https://www.sc.edu/policies/ppm/univ151.pdf
https://www.sc.edu/policies/ppm/rsch105.pdf
https://www.sc.edu/policies/ppm/acaf182.pdf
https://sc.edu/policies/ppm/hr139.pdf

